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Case Study: COVID-19
COVID-19 exposed a lot of weaknesses in businesses worldwide.  Although it is a single event, 
the knock-on effect intensified the severity and spread across other risk areas.

So how can we use COVID-19 as a Learning Point to strengthen and enhance your Risk 
Management practices within your organization?

Was your business affected by any of the following (next slide)?
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Risk Categories
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• restricted/limited 
access to office and 
files

• restricted/limited 
access to customers

• implementation of 
safe management 
measures

Operational Risks IT Risks HR Risks

• lack of IT resources for 
data and backups / virtual 
network to accommodate 
work-from-home / IT 
hardware, cyber risks and 
exposure to cyber threats

• staff exposed to COVID-
19

• staff rotation and 
planning for WFH

• quarantines / staff 
trapped overseas

• restriction in travel / 
cross-border movements

• psychological stress / 
burnout



Risk Categories
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• delays in services / 
turnaround

• outsourcing 
weaknesses

• data protection

Supply Chain Risks Financial Risks Regulatory Risks

• cost overruns
• lack of liquidity
• compressed 

margins
• claims and lawsuits

• Forced closures for 
breaches in SMM

• Penalties

• Stop orders



Risk Management Framework
A risk management framework will contain mechanisms for:

1. the identification of risks which could impact the organization 

2. assessing the significance of identified risks to prioritize management attention and financial 
resources

3. monitoring, to detect changes in the organization’s exposure to identified risks

4. controlling the organization’s exposure to identified risks

The four activities are collectively known as the risk management process and serves as a 
foundation for a risk management framework.
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Risk Management Process
▪ Develop policies on categorized risk events. Use COVID as a case 
study to identify actual and potential threats. (Refer to slide 3)

▪ Set your risk appetite. Identify what risks you can tolerate.  

▪ Set your governance, who is responsible for monitoring risk events?
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Risk Management Process
▪ Assess your current controls and practices.  What needs 
improvement? 

▪ Categorise your risks into a risk register 

▪ Use a heat map / risk scoring to rate your current controls and 
practices
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Risk Management Process
▪ Create a register to track losses, errors and unplanned expenses that 
are outside your forecast / usual expenditures.  

▪ Categorize those expenses against risk categories to monitor 
progress and trends.

▪ Create a register to track policy breaches

▪ Create a register to track major complaints (internal & external)
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Risk Management Process
▪ Focus efforts to fine tune and improve controls in areas having high 
impact (e.g. large expenses) and high frequency (e.g. frequent 
recurring costs).  

▪ Develop a plan to focus resources on risk categories where there are 
significant weaknesses in controls.  

▪ Develop a resiliency plan / business continuity plan (BCP) (i.e. back-
up plan) for disastrous events.
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Contents of a Risk Management 
Framework
Specific contents include:

• a risk management policy or a series of policies depending on nature and size of an organization

• risk management procedures

• risk management information systems

• risk reports

• risk appetite statements

• assessments of risk culture

• training and awareness activities

• risk governance and compliance arrangements

• specialist staff and functions, including risk managers, auditors, compliance and other governance professionals

• risk and audit committees 
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Risk Management Policy
A risk management policy will outline the following:

1. Its aims and objectives for risk management, including how they support the wider strategic 
objectives of the organization

2. The processes, procedures and activities that comprise its risk management framework, 
including any other risk or control policies (e.g. safe management measures, cyber security, 
data protection, etc.)

3. Governance arrangements for risk management, such as the use of risk committees

4. The allocation of roles and responsibilities for risk management
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Risk Management Procedures
• Procedures will specify how its employees and managers should conduct specific tasks and 
activities.

• Majority of these procedures will relate to how to identify problem areas and steps needed to 
rectify those issues.

• Examples may include the following:
• Safe Management Measures

• Contact Tracing
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Risk Management Information Systems
• Networks and applications used to support risk management functions whether designed in-
house or purchased by vendors.

• Examples may include the following:
• Anti-virus software 

• Anti-malware software

• Spam detection software

• Trace Together Application

• Safe Entry Token / Application  
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Risk Reports
• Regular reports to stakeholders of the progress and risk exposures.  These can be in real time or 
in regular set intervals (monthly, quarterly, annually).

• Examples of contents in reports may include the following:
• Outcomes arrived from the Risk Registers

• Number of policy breaches

• Significant areas of concern

• Audit trackers.

14



Risk Appetite Statement
• Outlines the types and degree of risk an organization is willing to take in pursuit of its 
objectives.

• Sets out which risks it will not tolerate and ones that it will tolerate under specific conditions.

• The risk appetites should be set out by the Board of Directors, a sub-committee of the board or 
by senior management

• Specific quantifiable thresholds should be set for each major risk category 
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Training and Awareness
• Trains employees to identify, assess, monitor and control risks.

• Sets out how employees are to conduct themselves and the expectations set by the 
organization.

• Train employees on your risk policies and procedures.

• Recommended to refresh your training on a regular basis (e.g. annually)
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Risk Governance and Compliance 
Arrangements
• Compliance Arrangements sets out the risk specialists or risk committees overseeing risk 
decisions and the responsibilities of all parties involved in risk management.

• Risk Governance will empower risk specialists / risk committees and sets out their authority in 
dealing with risk events.

• The internal audit and external audit are functions that operate within risk governance and 
seeks to provide assurance that the Compliance Arrangements are operating properly.
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Risk Committees
• Risk Committees can operate independently or be combined with other committees (e.g. audit 
committee)

• Comprised as a sub committee of the Board of Directors

• Risk Committees will set out their responsibilities and duties in a Charter

• Roles include:
• Ensuring that risks are managed in a consistent and objective way across the organization

• Monitoring significant risks

• Balancing the risk preferences of various stakeholders

• Ensuring that adequate resources are devoted to risk management
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