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What is Professional Indemnity Cover? 

Professional 
Indemnity can also 
be known as E&O 
(Errors and 
Omissions) or 
Professional 
Liability Insurance

Professional 
Indemnity (PI) is 
designed to 
financial coverage 
of claims against 
an Insured entity 
and its employees 
for alleged 
negligence, error 
or omission in the 
course of providing 
professional 
services and 
advice that causes 
a financial loss to 
the insured’s client.

Provides the 
Insured cover 
against:

• Legal 
representation at 
Investigations

• Defence Costs

• Judgement or 
Settlement

The client’s 
Professional 
Service is what is 
noted in the 
professional 
business or what is 
defined in the 
wording as per a 
specific clause.
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Why do you need PI insurance?

Not having a PI insurance could be a serious business risk. 

Protecting your business / practice / assets / wealth 

Anyone can make mistakes which causes a client’s 
business to suffer financial losses. 

Insurer takes on financial burden to pay the legal cost in 
defending the claim and any compensation due to your 
client and/or rectification costs to remedy the error. 
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How it works?
Claims-made policies

Most PI policies today operate on a ‘claims made and notified’ basis

A claim must first be made against 
the insured; and

Notified to the Insurer during the Period of 
insurance

• The Period of insurance is always clearly 
outlined on the Insured policy Schedule.

• Effectively if there is no policy in place at the 
time the claim is made, there is no cover.
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PI Policy Wordings
What should you look out for?

Not all PI policies are equal, especially in a hardening market.

• Limit of Indemnity: Is it Each and every claim and in the annual aggregate?

• Territory/ Jurisdiction: Is it worldwide?

• Retroactive date: Is it Policy Inception or Unlimited? 

• Does the policy cover Mitigation costs to avoid a PI claim?

• Does the policy have an extension to cover Fraud and Dishonesty of employees? 

• What other benefits or options for the Insured are included, such as:

• Public Relations costs

• Unintentional Intellectual Property Infringement

• Have any adverse endorsements been applied?

• Does the policy extend to cover consultants, contractors, subcontractors and agents for which the 
insured is held legally liable? (This extension however does not extend to cover such individuals 
nor their businesses.)
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Role of Marsh as an insurance broker 

About Marsh

Marsh is an independent insurance intermediary. We generally act as agent of our clients. As such we 

put the duties we owe to you above our own interests. We are not an insurer or an underwriter. 

Negotiation and Broking, Servicing and Claims Advocacy

Marsh will act as your risk management consultant. We will discuss your insurance requirements, and use 

reasonable endeavours to implement your insurance program, subject to available insurers. Once Marsh 

provides advice and recommendations, the client will decide on the specific coverage and limits they wish 

to take up with the recommended insurer. 

Marsh will also service the policy mid term and handle/advocate claims on behalf of clients. 

Client

Marsh 

(Insurance 
Broker)

Insurer A

Insurer B 
(Recommended)

Marsh makes a 
recommendation 
based on terms 

received

Client makes a 
decision

Insurer C

Insurer D
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Claims Process
In the event of a Claim

DO’S
► Notify the key contact point from your Organisation in charge of managing your 

insurance policy.

► Notify the Marsh FINPRO Claims Department (and copy the Marsh accounts 

servicer) as soon as possible – late notification may increase the risk of a claim 

being refused by your insurer.
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Claims Process
In the event of a Claim

DON’TS
► Don’t tell the claimant that you have insurance (if they are not already aware) – a 

claimant may attempt to increase their claim if they are aware that you have an 

insurer behind you.

► Don’t try to settle the claim yourself – you need your insurer’s permission before 

making any payments to the claimant.

► Don’t admit liability

► Don't call your lawyer first – all legal representatives need to be approved by 

your insurer first.
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PI Claims Scenario
Example 1

PROFILE:

• The insured was an accountant and business advisor.

BACKGROUND:

• The Claimants wished to purchase a restaurant. The

insured was engaged to provide due diligence services

and check the accounts of the existing business.

• The claimants purchased the restaurant and it immediately

started losing money and eventually was forced to close.

• The claimants sued the insured alleging the due diligence

was incorrect and the insured should have advised that the

figures provided by the owners of the restaurant could not

have been correct.

RESPONSE:

• The cost of the claim was settled for $350,000. Defence

costs of $155,000 were also paid.

PAYMENT OF: 

$505,000
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PI Claims Scenario
Example 2

PROFILE:

• Accounting Firm, 7 staff, SGD1,000,000 fees.

BACKGROUND:

• A client alleged that their income tax returns the Insured

had prepared, were incorrect. As a result, they suffered a

loss and sought reimbursement of SGD120,000.

RESPONSE:

• The Insured was able to claim indemnity under the policy.

• The insurer appointed lawyers to defend the claim and

reviewed the files with the Insured. Policy responded to the

alleged loss and a settlement was reached between the

parties.

PAYMENT OF: 

$130,000
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Cyber Risks
The Marsh Microsoft 2019 Global Risk Perception Survey

13
13

79% of respondents ranked cyber risk as a top five concern for their organization, up from 62% in 2017. 
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Cyber Risks
The Marsh Microsoft 2019 Global Risk Perception Survey

14
14

Confidence in cyber resilience measures slipped from 2017 to 2019.
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Attitudes towards Cyber Insurance

of those with cyber 

insurance were 

highly confident or 

fairly confident 

their policies would 

cover the cost of a 

cyber event.

Cyber insurance coverage is expanding to meet evolving threats, and attitudes toward policies are shifting.

of organizations 

said they have 

cyber insurance, 

up from 34% in 

2017.

were more likely to 

have cyber 

insurance. (57% of 

firms with revenues > 

$1B had a policy, 

compared to 36% of 

those with revenue < 

$100M.)

regarding whether 

available cyber 

insurance could meet 

their firm’s needs 

(dropped to 31%, down 

from 44% in 2017.)

47%
Larger 

Firms
Uncertainty 

has dropped 89%
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Buying process 
helps organisations 
understand existing 

cyber risks & 
existing defences

(through the 
underwriting process 

and risk profile 
assessments)

Connects 
companies to key 
experts in time of 

need

(forensic IT, crisis 
consultants, lawyers)

Manages potentially 
significant costs of a 

cyber attack, data 
breach or system 

failure

(financial 
compensation) 

1 2 3

Overview
What Does Cyber Insurance Do?
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Cyber Risks
What type of Data can be lost during a Breach

17
17

CORPORATE DATA

• Account Information

• Business Secrets

• Customer Data

• Customer Lists

• Development Plans

• Employee Data

• Financial Information

• Prospectus

• Emails and Documents

• Marketing Plans

• Pricing Plans

• Products

• Training Plans

• Vendor Data

• Vendor Lists

PERSONAL DATA

• Academic Records

• Birth Date

• Credit Card Numbers

• Email Address

• Financial Records

• Gender

• Home / Work Address

• ID Card Number

• Leasing Agreements

• Marital Status

• Medical Records

• Name

• Nationality

• Phone Number

• Photo

• Rental Applications 

• Salary
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Insurance that covers an Insured’s:

• own costs (1st party) and liabilities (3rd party)

• resulting from threats, damage to or loss of

• information or use of system and networks

which are not covered under most existing insurances…

Overview
What Is Cyber Insurance?
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Standalone Cyber Policy 

Cover for cyber perils in stand-alone Cyber or Network Security & Privacy policies cover costs 

associated with the impact of a data breach and network security failure/attack

Event management / breach response  

Forensics, public relations, call center, 

notification and credit monitoring services

Data restoration 

Costs to replace, restore, 

recreate damaged or lost data

Cyber extortion / ransomware 

Forensics, investigation and 

ransom payments

Privacy Liability  

Failure to prevent unauthorized access 

/ disclosure of entrusted personally 

identifiable or confidential information 

(Liability and defense costs, PCI fines 

and penalties)

Privacy Regulatory Defense Costs 

Privacy breach and related fines or 

penalties assessed by Regulators

Network Security Liability 

Failure of system security to prevent 

or mitigate a computer attack 

(Liability and defense costs) 

Business / network interruption

Extra expense and loss of 

business income
3rd 

Party
1st 

Party
COMMON

COVERAGES
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Cyber Insurance
Major Exclusions (Not exhaustive)

Bodily injury / Property damage – exception for data loss, or loss of use of data

Prior claims and circumstances

Intentional acts – exception for rogue employees

Infrastructure failure (mechanical, electrical, telecom) – exception for 

infrastructure under Insured’s operational control
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Cyber Insurance Market Snapshot & Future Expectations

Pricing & Terms Claims Underwriting

Rates Limits / 

Coverage

Frequency Severity Information 

Needs

Carrier 

Flexibility

Average premium 

increase in 

Q4 2020: +15%-30%

2021 Trend

+10-50% 

Carriers scaling back 

on capacity in 

particular 

ransomware-related 

coverages.

Ransomware is more 

accessible for bad 

actors. Short tail

nature of losses is 

changing insurer 

profitability weekly.

Average downtime 

from ransomware is 

up 53% YoY in Q3 

2020 to 19 days. 

Demands can be in 

the millions.

Full application & 

responses to 

ransomware Questions. 

Insurers using Non-

invasive (Outside in) 

scans for vulnerabilities 

more common. 

Ransomware 

responses required 

prior to quoting.

Third party scans 

may produce 

remediation 

requests.

21

Buyer Friendly Neutral Insurer Friendly

Future Expectations 

Anticipate increases to accelerate into 2021, 

depending on risk profile.

Future Expectations

Ransomware attacks will continue to increase 

in sophistication & more often include data 

exfiltration.

Future Expectations

Underwriters will demand additional 

information to assess risk and may require 

certain cyber controls to quote. 
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Cyber Claims (Asia Pacific)
Marsh Claims Examples

Industry Cyber Event Impact Costs

Education
Hacker intrusion into the clients IT systems gaining access to sensitive 

data and causing a system shutdown.

 IT Forensics

 Legal Costs
$230K

Conglomerate

Malware Incident prevented the client from accessing their systems 

locking them out of critical business operations that took over a week 

to restore to full capacity  

 IT Forensics

 Business 

Interruption

$677K

Retail

Ransomware system infiltration. Original ransom demand USD 30 mil 

(not likely to be paid).  Matter ongoing current forensic and legal costs 

circa USD 1 million and ongoing.

 IT Forensics

 Ransom 

demand

$30M* 

Communications
Ransomware shut down back office and billing systems.  USD 1 mil 

ransom paid plus significant additional forensic costs incurred.

 IT Forensics

 Business

Interruption

$2M

Automotive / 

Retail

Hacker exploited VPN server vulnerability to gain access to systems 

and exfiltrated information. Majority of costs incurred were for forensic 

and legal / regulatory work, and the remaining was in relation to PR. 

 IT Forensics

 Legal costs

 Public 

Relations

<$1M

Professional 

Services

Ransomware and information disclosure threat. Original ransom USD 

20 million (not paid).  Additional forensic costs incurred
 IT Forensics $20M*

Retail / 

Warehousing

Warehousing chiller control system shut down and encryption 

(suspected employees). Significant stock damage (under property) 

plus forensic and associated costs.

 IT Forensics

 Business 

Interruption

$10M

Manufacturing

Network Interruption led to system slowdown due to a failed system 

upgrade affected various business units across the region, which 

resulted in their inability to process customer orders and a subsequent 

backlog of orders.

 IT Forensics

 Business 

Interruption

$758K*

*Claims and demands still in progress
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• Disclaimer: It should be noted that contents of this presentation are

specifically designed to be of a general nature and are not intended to be

definitive representations that similar facts or situations may or may not be

covered under the policy in question. As the comments herein are not

meant as a substitute for the terms and conditions of the insurance policies

in place, all insurance claims are subject to insurers’ evaluation of full

details of the loss event against the terms and conditions of the insurance

policies. It should be stressed that these comments should not be relied

upon to justify coverage in any situation.
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Marsh Contact Details

Marsh Contacts

Business Development Contact- All 

classes of insurance

Jefarnie Lau

DID: +65 9186-6938

Email: Jerfanie.Lau@marsh.com

FINPRO 

Kelly Wong 

DID: +65 8189-9027

Email: kelly.wong@marsh.com 




